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Complaints Period of not less than 4 years from the date of their making

Staff Records

Period of not less than 7 years after the employee has ceased 

employment

Resident Records

Period of not less than 7 years after the resident has ceased to 

reside in the nursing home

Duty Rosters Period of not less than 4 years from the date of their making

Record of each fire drill, practice or test of 

equipment including fire alarm equipment Period of not less than 4 years from the date of their making

A record of the number, type and 

maintenance record of fire fighting 

equipment Period of not less than 4 years from the date of their making

Record of all visitors to the centre including 

names Period of not less than 4 years from the date of their making

HIQA Notifications Period of not less than 7 years from the date of their making

Staff records  including dates of 

employment, position, and staff training Period of not less than 7 years from the date of their making

Employee Parental Leave Information Period of not less than 8 years from the date of their making

Employment Permits Information

Period of not less than 5 years from the date of their making or 

for the duration of the employment if longer

Carers Leave Information Period of not less than 8 years from the date of their making

Working time information (Hours of work, 

start and finish times, rest breaks, annual 

leave and public holiday) Period of not less than 3 years from the date of their making

Pay related information  Period of not less than 3 years from the date of their making
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1.0 Data Protection Principles
This policy is about how we comply with Data Protection legislation and guidance to protect the rights and data of data subjects, for example our residents, staff, volunteers and visitors.
The following provides an overview of the manner in which St. Attracta’s Residence handles all data keeping in mind the 8 key principles of Data Protection:
· Obtain and process information fairly

· Keep it only for one or more specified, explicit and lawful purposes

· Use and disclose it only in ways compatible with these purposes

· Keep it safe and secure

· Keep it accurate, complete and up-to-date

· Ensure that it is adequate, relevant and not excessive

· Retain it for no longer than is necessary for the purpose or purposes

· Give a copy of his/her personal data to an individual, on request
2.0 What is Personal Data?

Personal data is data relating to a living individual who is or can be identified either from the data or from the data in conjunction with other information that is in, or is likely to come into, the possession of the data controller. The data protection principles apply to any sort of personal data, which is either electronically processed (e.g. on a database) or which is held or intended to be in a structured filing system (e.g. a set of personnel files).

Certain personal data is classified as "sensitive personal data". This is personal data relating to a person's racial or ethnic origin, political opinions, religious or philosophical beliefs, membership of a trade union, physical or mental health, sexual life or any criminal offence or related proceedings. For example, the Company may, where necessary in connection with employment, collect and process sensitive personal data in respect of your health.

3.0 Staff
The Company holds and processes certain personal information about you as part of its general employee records. This sort of information is known as “personal data" under the Acts. Employee information is also held on HR and operational databases. In some cases, the General Manager/ Manager might also hold employee information in their own files.

Sensitive personal data may include records of sickness absence, medical certificates and medical reports. The purpose of processing this type of information is generally to manage the application process, to administer benefit plans, to monitor and manage sickness absence and to comply with health and safety legislation. If sensitive personal data relating to you is being processed for reasons otherwise than those set out above or otherwise permitted by law, your explicit consent will be sought.
A photograph of a person constitutes their personal data.  St. Attracta’s Residence may take photographs of staff during the course of duty with employees in them.  These photographs may be used on the home notice boards, newsletter, and website and for other press notices.  If any staff member objects to their photograph being used they should inform the home of same upon commencing employment.  

St. Attracta’s Residence maintains comprehensive and current records for all of its employees.  The records shall be stored securely and access granted to relevant and approved persons only.  Records shall be retained in compliance with National Employment Rights Authority Guidelines.  

The home needs to collect and use personal data about employees for a variety of personnel, administration, work and general business management purposes. These include administration of the payroll system, the administration of employee benefits (such as leave entitlements), facilitating the management of work and employees, carrying out appraisals, performance and salary reviews, operating and checking compliance with the Company's employment rules and policies, operating the Company's IT and communications systems, checking for unauthorised use of those systems and to comply with record keeping and other legal obligations.  

Information is sought from staff at recruitment stage to enable us to employ them, set up payment arrangements, organise training and manage them safely during their employment.  At recruitment stage interviewees provide some personal information in the form of their CV or completed application form.  At this stage interviewees are furnished with the Recruitment Privacy Statement (Appendix 1).  

During the recruitment process candidates provide further information to fulfil the needs of the selection process.  These include completion of a Garda clearance form and provision of contact details for two referees.  

Upon selection employees are given an offer pack which requires them to complete a number of forms to enable us to set them up as an employee.  

Upon termination of employment their employee files are removed to the filing room where they remain for a maximum of seven years.  

Information we gather on behalf of employees is held in the following manner:

· Thesaurus payroll  - accessed by Accounts

· TMS – Time & Attendance system accessed by Office Manager and General Manager

· Hard copy employee files which are held in the main office - accessed only by the General Manager, Office Manager and Director of Nursing.  
An overview of the information held on staff is given to staff in the Staff Information Privacy Statement – Appendix 2.  

3.1 Transfer of Employee Information

The Company may make some information about you available to the Company's advisers and/or data processors such as lawyers, accountants, payroll administrators, benefits providers (for example, pension scheme providers), to those providing products or services to the Company (such as IT and other outsourcing providers) and to government and/or regulatory authorities. These recipients may be located outside the EU Area. In this case, the Company will, as far as is possible, ensure that the recipients of the information, both within and outside the Company, comply with the contents of this policy.

3.2 Your Responsibilities under the Data Protection Rules

As well as having rights under the Acts, all employees when processing personal data must comply with the data protection rules set out in this Policy. Failure to comply with the rules and requirements in relation to data protection may result in disciplinary action being taken against you. In particular please note the following:

3.3 Personal Information Relating To Employees Clients/Residents and Others

· If as part of your job, you hold any personal information about other employees of the Company, clients/residents or about anyone else, then you also need to take steps to ensure that you are following the guidelines set out below. Please note that the following guidelines apply equally to documents containing personal information, which are kept in files, as well as information, which is kept electronically

· You should not keep personal information about people, which you no longer need or which is out of date or inaccurate. You should therefore review any personal information that you hold from time to time, bearing these principles in mind

· All personal information must be kept securely and should remain confidential

· If you receive a request from someone to give them any personal data about an employee or client/resident (or other individual) you should refer them to the Director of Nursing/General Manager. The Company needs to verify the identity of the person making such a request and has to balance various considerations when deciding whether and how to respond to such request, including compliance with the Acts. It is therefore important to refer such requests to the Director of Nursing/General Manager so that s/he can ensure the Company's obligations are complied with

· Accessing, disclosing or otherwise using employee records or other personal data without authority will be treated as a serious disciplinary offence and may result in disciplinary action being taken in accordance with the Company's disciplinary procedure up to and including dismissal.

If you are unsure about the application of these guidelines to the information you hold as part of your job, you should contact your Manager for further guidance.

3.4 Information Held
The following is a list of the main information which we hold in relation on staff for the duration of their employment:  (this list is not exhaustive)

· Bank details

· PPS number

· GP contact details

· Next of kin contact details

· Relevant medical information which is contained in medical questionnaire
· Finger print used for clock in/out
· Proof of identify (passport or driving license)

· Address and proof of same

· A recent photograph

· Personal Email address

· Telephone Number/s

· Details and documentary evidence of any relevant training/qualifications

· Relevant registration status with professional bodies in respect of nursing and other health and social care professions employed in St. Attracta’s Residence
· Nationality

· Two references

· Completed Gard vetting

The Home  will take steps to ensure that the employee information it holds is accurate and up-to-date. For example, you will be asked to inform the Company of any changes which we need to make to update your employee information (such as a change of address). From time to time you will be asked to supply updated personal information as part of our annual review of personal data held to ensure that the Company meets its data protection obligations. The Company will also take steps to ensure that it does not keep any information about employees for longer than is necessary.

3.5 Access

All individual employees shall have access to their own individual employee record on request. Employee records are reviewed periodically to ensure they are complete and current.  Employees shall inform administrative staff of any changes in respect of their personal detail e.g. change of address, change of next of kin.
The Acts give you (and anyone else about whom personal data is held) specific rights in relation to the information that is held about you. Some of these rights are summarised below. 

Under the Acts, you are able to:

· Obtain confirmation that the Company holds personal information about you, as well as a written description of the information, the purposes for which it is being used, the sources of the information and the details of any recipients

· Obtain access to the personal information, which is held about you

· It is important to note that this is not an absolute right to review all the information that is held about you, as there are various exceptions to this right contained in the Acts. These include:

a. Where personal data is kept for the purpose of preventing, detecting or investigating offences and related matters; and

b. Where the data is an expression of opinion about you given by another person in confidence.

In certain circumstances, you can ask for the deletion or rectification of information, which we hold about you, which is not accurate, or request that your personal information be used for specific purposes.

To access information relating to you, send a letter or email to the General Manager of St. Attracta’s Residence and ask them for a copy of this information. You should receive them within one month of your request. There is no fee for this information.   
If you find that the details about you that are not factually correct, you can ask them to change or, in some cases, remove these details. If you feel that they do not have a valid reason for holding your personal details or that they have taken these details in an unfair way, you can ask them to change or remove these details. You can also ask them not to use your personal details for purposes other than their main purpose.

Write to the organisation or person, explaining your concerns or outlining which details are incorrect. Within 1 month, they must do as you ask or explain why they will not do so.

3.6 Other employee records

The following is a list of employee related information which is retained by the Home and is accessible for the minimum time limit listed beside it:

· Parental leave information – 8 years

· Carers leave – 8 years

· Employment permits information – 5 years or duration of employment

· Working time information; hours of work, start and finish times, rest breaks, annual leave and public holiday – 3 years

· Pay related information – 3 years

4.0 Resident Data

Each resident is safeguarded by St. Attracta’s Residence record-keeping processes.  All residents shall have individual records which shall be initiated and managed in a structured manner.

All information pertaining to residents shall be stored securely within St. Attracta’s Residence to promote the confidentiality of the record.  All breaches of this security shall be investigated.  Where the individual is no longer a resident, their record shall be stored as a discharged resident in the VCare system or, for hard copy records stored in the locked filing room.
All residents shall have access to their record, and information held about them by St. Attracta’s Residence in accordance with the Data Protection Act 2018 and Freedom of Information Act 1997.  St. Attracta’s Residence shall facilitate residents to access this information when required. 

An overview of the information held on residents is given to staff in the Resident Information Privacy Statement – Appendix 4.  

4.1 Principles

· St. Attracta’s Residence acknowledges that up-to-date, maintained and accurate resident records are required for the effective and efficient running of St. Attracta’s Residence.  

· Each nurse shall ensure that clear and current resident records are established and maintained within a legal, ethical and professional framework. 
· Nurses shall be professionally and legally accountable for the standard of their professional practice and this includes record keeping.  
· The quality of records maintained by nurses shall be a reflection of the quality of the care provided by them to residents. Nurses are professionally and legally accountable for the standard of practice which they deliver and to which they contribute. Good practice in record management is an integral part of quality nursing practice.  
4.2 Resident Register

The Resident Register shall keep up-to-date and accurate information regarding all residents in St. Attracta’s Residence at all times in the resident register.  
4.3 Development and Maintenance of Resident Record

· Once a potential new resident has been identified, prior to their admission, the Director of Nursing shall complete the preadmission requirements.  Where they have previously been admitted, the Director of Nursing shall retrieve the resident’s previous VCare Complete record, and any additional hard copy records, prior to the residents’ arrival.  
· All residents admitted to St. Attracta’s Residence shall have an individual record created and maintained by the staff providing care for the resident. Individual resident records will be primarily created and maintained on the VCare Complete system. All nursing staff, physiotherapy, activities and Health Care Assistants shall have access to VCare Complete. Access shall only be obtained after a use name and password has been entered. Staff shall not leave the system open and shall log off when an activity is completed. 
· In certain instances, as deemed acceptable by the Director of Nursing, specific resident records may be retained in hard copy. These hard copy records will be stored in the nurse’s office.  
· Where the resident has not been previously admitted or had a preadmission assessment for St. Attracta’s Residence, the nurse in charge of the admission shall input the administration details pertaining to the resident.  The nurse in charge of the admission after liaising with the Director of Nursing shall create a resident record on the VCare Complete system. 
· Staff shall protect the resident’s right to privacy and dignity by ensuring their records are not accessed by persons who are not authorized to access them.  All staff shall ensure that the records are kept confidential. 

· Residents shall be facilitated to access their records 
· Residents records shall be updated on a daily basis by relevant staff through the use of VCare Complete system. 

4.4 Data Access by Health Care Assistants: 

· Shall have access to fluid balance and food intake charts, bowel charts and daily flow charts. These records shall be reviewed by the staff nurse.

· Shall not have access to alter prescription charts, assessment sheets or progress notes. Assessments and progress notes may be viewed by Health Care Assistants.

· Shall have access to complete care plan interventions prescribed to them. These records shall be reviewed by the staff nurse.

4.5 Data Access by Activities coordinator

· Shall have access to activities assessments and activities flow sheets. These records shall be reviewed by the staff nurse.

· Shall not have access to alter prescription charts, or progress notes. 

· Progress notes may be viewed by the Activities Coordinator.

· Shall have access to complete care plan interventions prescribed to them. These records shall be reviewed by the staff nurse.

4.6 Retention of Resident Records

· Every healthcare record (including information kept on paper and electronic format) is a confidential document of resident care and as such shall be kept secure at all times.

· Residents have a right to expect that those working in within St. Attracta’s Residence shall keep these personal documents, which contain information relating to their health and welfare, confidential and secure

· Residents records as outlined in Appendix 3 are kept in the Home and are available for inspection by the Chief Inspector.

· These records shall be retained for a period of not less than 7 years after the resident has ceased to reside in the home. 

4.7 Storage and Security of Resident Records

The resident record or elements of the record shall be made available only to: 

· The medical, nursing and healthcare professionals who are responsible for providing or supervising the resident’s care.

· Health Care Assistants

· Physiotherapist

· Activities coordinator

· Staff members authorised to process the record, to review the record for quality assurance, quality improvement, risk management or infection control purposes. 

· Any clinician to whom the resident is being referred or transferred.  

· The staff member who utilises a resident’s record is responsible for its safety, for ensuring its confidentiality and ensuring hard copy files are returned to the correct storage area.

· Where staff identify records in an unsecured area, or identify suspected unauthorized persons accessing the resident’s records, they shall report this to the Director of Nursing.  Records shall only be accessed by appropriate persons.

· Where the resident is deceased or is discharged from St. Attracta’s  Home , all VCare Complete records will be retained on the VCare Complete system as a discharged resident. Hard copy records shall be stored securely in the home in a locked, fire proof cabinet.  Records are not routinely destroyed, they are securely stored in St. Attracta’s  Home .  

4.8 Confidentiality & Security of the Healthcare Record
· The confidentiality and security of the resident’s record shall be upheld at all times.  

· All staff shall take care to ensure that a resident’s record is not placed in any public place or where it may be viewed or accessed inappropriately. 

· All information pertaining to the resident shall be maintained in a confidential nature.

· Where resident records are transported outside St. Attracta’s Residence, the staff nurse shall take all reasonable steps to ensure the safety and security of the records.  

· All hard copy resident records shall be returned to their appropriate storage facility as soon as reasonably possible after use.  

4.9 Resident Access to Personal Records 

· All residents have the right to access records held about them by St. Attracta’s  Home .  Residents shall be informed of this right on admission to St. Attracta’s Residence . This information is also outlined in the Residents Guide and Statement of Purpose and Function.

· Where resident wishes to access their record, they shall discuss this with the staff nurse.   The staff nurse shall discuss with the Director of Nursing.  The Director of Nursing shall inform the residents GP regarding the request. Where possible, the resident shall be facilitated to view their records with the assistance of the Director of Nursing or GP, to allow them to explain any areas of concern. 

· Where the resident wishes to obtain a copy of their record, they shall request this via written letter to St. Attracta’s Residence addressed to the Director of Nursing.  The resident shall include details such as name, address, date of admission to St. Attracta’s Residence. 
· The resident shall be facilitated by staff of the home to make this request.  Where appropriate, the nursing staff and/or an advocate shall assist the resident.  

· Where residents only wish to access a particular part of their record, they shall be encouraged to apply for the relevant part only. 

· The application shall be sent to the Director of Nursing. 

· The Director of Nursing shall review the information, and determine if allowing access would be likely to damage the physical, mental or emotional well-being of the individual.  This decision shall be made in consultation with the GP and other relevant professionals. 

· Where the decision is made not to release the information as it is likely to damage the physical, mental or emotional well-being of the individual, this shall be discussed with the resident.  The resident shall be provided with details of the Data Protection Office should they wish to pursue the issues. 

· Where the information is to be provided, it is prepared by the Administrator.  This may involve printing of records from the residents’ VCare Complete Resident Record or photocopying of hardcopy records. 

· The information shall be provided to the resident within 1 month of receipt of the request. Residents are provided with support from St. Attracta’s Residence to understand and interpret the information. The information is provided in the format most suitable for the resident.
4.10 Access to Resident Records by Family / Representative 
· Resident families/representatives may request information pertaining to the resident.  

· The Director of Nursing shall be notified of any request from resident families/representatives. 

· The Director of Nursing shall determine if the resident has indicated the level of involvement that they wished the representative to have. This information shall be located in the residents’ VCare Complete Admission record. Where possible, the Director of Nursing shall ask the resident if they consent to their information being provided to the family member / representative. 

· Where the resident provides consent to the family member/representative accessing the information, the information is obtained and provided to the individual. 

· Where the resident indicates that they do not wish the information to be provided to the family member/representative, the family member/representative shall be informed. St. Attracta’s Residence shall uphold and maintain the rights of the resident as a priority at all times. 

· Where the resident is unable to provide/withhold consent, the Director of Nursing shall discuss the situation with the relevant nurses and the resident’s GP. 
· As per Freedom of Information Act (FOI) 1997, information shall be provided where: 

· The adult (resident) is incapable of exercising his/her rights under the Act because of mental incapacity or severe physical disability

· The head of the public body concerned considers it would be in the best interests of the resident

Using this criteria the Director of Nursing, nursing professionals and the GP shall determine if the information shall be provided or withheld.  Where there is conflict regarding the decision, the family member/ representative shall be advised to contact the Office of the Information Commissioner. 

· Where a family member / representative requests information about a resident who is deceased, the request shall be made to the Director of Nursing.  As per Freedom of Information Act (FOI) 1997, access to the personal information of a resident who is deceased shall only be granted to an individual who fulfills one or more of the following requirements: 

· to the personal representative who is administering the estate of the deceased 

· to a person who is performing some legal function in relation to the individual or the estate of the individual 

· to the spouse (including a divorced spouse or cohabitee), or next of kin or such other person as the head of the public body considers appropriate. 

Using this criteria the Director of Nursing and the GP shall determine if the information shall be provided or withheld.  Where there is conflict regarding the decision, the family member/ representative shall be advised to contact the Office of the Information Commissioner.

5.0 Visitor/Third Party Information

At all time we will try to minimise the retention of any unnecessary third party/visitor information.  Here is a list of some of the key items where we may retain this information on file.  The same principles will apply in relation to confidentiality and access as does for staff and residents:
· Next of kin/family member contact information supplied by family members on admission of the resident

· Visitor sign in book

· Contact details of delivery companies / drivers/sales reps
· Survey feedback from families (normally anonymous)
6.0 Data Breach Procedure

· Data Breach: A data breach is defined as “a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure or, or access to, personal data transmitted, stored or otherwise processed”. For example a resident’s file being lost or being left in an area where it could be accessed by others
· GDPR requires that data security breaches are notified to the Data Protection Commissioner within 72 hours, and that Data Subjects are notified of the breach promptly if there is a high risk of their personal data being obtained or used inappropriately.
· Data Controllers do not have to notify if the breach is unlikely to result in a risk to the rights and freedoms of Data Subjects e.g. a laptop is stolen but it is encrypted.
· Where there is a high risk to the rights of the Data Subject, the Data Subject and the Data Protection Commissioner must be notified directly of the breach in an expedient manner

· There must be reasoned justification if a breach is reported late

· Even where there is no obligation to notify the breach, the Data Controller must still document the breach and the steps taken to resolve it and to prevent it from occurring again
· Where there is a breach in the security and/or confidentially of the resident records, this shall be managed as per GM009 Incident Reporting.
· Where staff breach the confidentiality and security clause, they shall be subject to disciplinary action as per St. Attracta’s Residence s’ disciplinary process. 
· Where required an investigation shall be carried out to ascertain why and how the breach occurred. 
7.0 Complaints

To make a complaint to the Data Protection Commissioner, simply write to or email the Commissioner explaining your case. You should include the following details:

· The name of the organisation or person you are complaining about
· The steps you have taken to have your concerns dealt with

· The details of any response you have received

You should provide copies of any letters or emails exchanged between you and the organisation or person.

If the Commissioner agrees with your complaint, she will try to make sure that the organisation or person obeys the law and puts matters right. If the Data Protection Commissioner does not accept your complaint, you may appeal to the Circuit Court against her decision within 21 days.

Data Protection Commissioner, Canal House, Station Road, Portarlington, Laois

8.0 Retention of Data
St. Attracta’s Residence aims for full compliance with the requirements under the organisation of Working Time Act 1997 and Health Care Act 2007 in relation to retention of records.  Herein is a list of retention timelines:
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APPENDIX 1

Recruitment Information Privacy Statement

St. Attracta’s Residence, Hagfield, Charlestown make protection of your Personal Data a high priority, taking all appropriate measures to ensure your rights and data are protected. The statement below sets out what information we may keep on you, why we need it and how it is used and stored. We also set out contact details should you like further information or have any concerns.

Purpose of Holding Information

Information (data) is required to manage a candidate assessment and selection process with a view to making an offer of employment/engagement. This information is required to

· Manage your application

· Comply with our Legal Obligations e.g. Employment Legislation, etc.

· Carry out our Legitimate interests in managing and running the home
If the information required is not provided and updated as needed we will not be able to consider you for selection.

Information Held

Applicants are required to provide the following documentation to be considered for the position:  

· Name, Address and Contact details

· Complete CV/Application form including full training/academic and work history

· Names and contact details of referees

The sort of information we hold during the application process includes but is not limited to:  Your application form / CV, references, interview notes, training certificates if provided and correspondence with or about you in relation to the application process.  

Where necessary, we may keep information relating to your health, which could include information you have provided on any medical conditions which would impact your ability to carry out the role. This information will be used in order to comply with our health and safety and occupational health obligations – to consider how your health may affect your ability to carry out the job you have applied for and whether any reasonable adjustments would be required. This information will be collectively known as your application file.

Access to Information

Access to information contained in your application file will only be by appropriate people in the home. The key personnel who will have access to this include the Office Manager, General Manager and Director of Nursing.  

Some government bodies have a legal basis to inspect information contained in your personnel file and the home must make this information available to them if required. E.g. HIQA, NERA.

Updating your Information

If at any stage the information you have provided changes (e.g. change of address) the Office Manager should be notified in writing and so our records can be updated.

Retention of Information

If you are employed your personal data will be stored for the duration of your employment and for a period of not less than 7 years after you have ceased to be employed by St. Attracta’s Residence.  

If you are not employed by St. Attracta’s Residence we will retain your application file for a period of 12 months.  This is to give us the option to re-contact you in the event a future position becomes available.  If you do not wish for us to retain your information for this period please inform us and we will destroy it.  

Your Rights in Relation to Your Personal Data

You have certain rights in relation to your personal data. You have the right to request from us access to and rectification or erasure of your personal data, the right to restrict processing, object to processing as  well as in certain circumstances the right to data portability.

If you would like to see the information held on you by our home or receive a copy of your personal data please make a Subject Access Request by applying in writing for the attention of the Data Protection Officer.  

Should you have a concern about your information or how we manage it please contact the Data Protection Officer, Trina Donohue. Should you not be satisfied with our response to your concerns or believe that we have not complied with our data protection obligations you may lodge a complaint with the Office of the Data Protection Commissioner.  Telephone:  +353 57 8684800, Lo Call 1850 252 231, Email:   info@dataprotection.ie.

The Data Protection contact for our home is Trina Donohue, General Manager.

A full copy of our Data Protection Policy is available on request.

APPENDIX 2
Staff Information Privacy Statement

St. Attracta’s Residence make protection of your Personal Data a high priority, taking all appropriate measures to ensure your rights and data are protected. The statement below sets out what information we may keep on you, why we need it and how it is used and stored. We also set out contact details should you want further information or have any concerns.

Purpose of Holding Information

Information (data) is required to manage the staff/management relationship in a home, more specifically to:

· Manage our contract of employment with you

· Comply with our Legal Obligations e.g. Employment Legislation, Care and Welfare Regulations, Health and Safety requirements, Garda Vetting legislation etc.

· Look after your vital interests in the event of an emergency

· Carry out our legitimate interests in managing and running the home
If the information required is not provided and updated as needed we will not be able to enter into or maintain this relationship.

Information Held

In order for us to administer your contract of employment and manage your employment in a home we are required to hold the following information (this list may be added to if required):

· CV/Application form

· Evidence of identity including full name, address, date of birth and photo

· Gardai vetting disclosure

· References

· Training records including certificates & evidence of any relevant qualifications

· Copy of current registration of any nursing staff

· Correspondence with you and about you 

· Information needed for payroll e.g. PPS number, Bank account details

· Emergency contact details

· Records of attendance, timekeeping, absence

· Appraisals/performance monitoring documents

· Grievance/disciplinary records where appropriate

· Details of work permits/citizenship where required

· Health declaration questionnaire

· Biometric finger print for purpose of operating time and attendance system

You will be referred to in many company documents and records that are produced by you and your colleagues in the course of carrying out your duties and the business of the home. 

Where necessary, we may keep information relating to your health, which could include reasons for absence, GP reports and notes. This information will be used in order to comply with our health and safety and occupational health obligations – to consider how your health affects your ability to do your job and whether any adjustments to your job might be appropriate. 

Where we may process special categories of information relating to your racial or ethnic origin, political opinions, religious and philosophical beliefs or sexual orientation, we will always obtain your explicit consent to those activities unless this is not required by law or the information is required to protect your health in an emergency. Where we are processing data based on your consent, you have the right to withdraw that consent at any time.

In addition, we monitor computer use, as detailed in our Telephone & Computer Use Policy IM004 available in the employee handbook.  We also keep records of your hours of work by way of our roster and TMS system.  

Access to Information

Other than as mentioned below, we will only disclose information about you to third parties if we are legally obliged to do so or where we need to comply with our contractual duties to you.

Access to information contained in your personnel file will only be by appropriate people in the home including the General Manager, Office Manager and Director of Nursing.  

Some government bodies have a legal basis to inspect information contained in your personnel file and the home must make this information available to them if required. E.g. HIQA, NERA.

The home may provide some of the information contained in your personnel file to third party (such as a payroll company) to carry out a task on the homes behalf. 

Updating your Information

If at any stage the information you have provided changes (e.g. change of address) the Office Manager should be notified in writing so our records can be updated.

Retention of Information

This information will be held for the duration of your employment and for a period of not less than 7 years after you have ceased to be employed by St. Attracta’s Residence after which it will be destroyed.  

Your Rights in Relation to your Personal Data

You have certain rights in relation to your personal data. You have the right to request from us access to and rectification or erasure of your personal data, the right to restrict processing, object to processing as  well as in certain circumstances the right to data portability.

If you would like to see the information held on you by our home or receive a copy of your personal data please make a Subject Access Request by applying in writing for the attention of the Data Protection Officer.  

Should you have a concern about your information or how we manage it please contact the Data Protection Officer, Trina Donohue. Should you not be satisfied with our response to your concerns or believe that we have not complied with our data protection obligations you may lodge a complaint with the Office of the Data Protection Commissioner.  Telephone:  +353 57 8684800, Lo Call 1850 252 231, Email:   info@dataprotection.ie.

The Data Protection contact for our home is Trina Donohue, General Manager.

A full copy of our Data Protection Policy is available on request.
Appendix 3
HEALTH ACT 2007 (CARE AND WELFARE OF RESIDENTS IN DESIGNATED CENTRES FOR OLDER PEOPLE) REGULATIONS 2013, Schedule 3

RECORDS TO BE KEPT IN A DESIGNATED CENTRE IN RESPECT OF EACH RESIDENT
1. The resident’s individual assessment and care plan.
2. A recent photograph of the resident.
3. A record of the following matters in respect of each resident in the Directory of Residents established under Regulation 19:

(a) the name, address, date of birth, sex, and marital status of each resident;

(b) the name, address and telephone number of the resident’s next of kin or of any person authorised to act on their behalf;

(c) the name, address and telephone number of the resident’s general practitioner and of any officer of the Health Service Executive whose duty it is to supervise the welfare of the resident;

(d) the date on which the resident was first admitted to the designated centre;

(e) if the resident was discharged from the designated centre, the date on which he or she was discharged;

(f) if the resident is transferred to another designated centre or to a hospital, the name of the designated centre or hospital and the date on which the resident was transferred;

(g) where the resident died at the designated centre, the date, time and cause of death, when established; and

(h) the name and address of any authority, organisation or other body, which arranged the resident’s admission to the designated centre.

4. A record of the following matters in respect of each resident:

(a) a record of the medical, nursing and psychiatric (where appropriate) condition of the person at the time of admission;

(b) details of any plan relating to the resident in respect of medication, nursing care, specialist health care or nutrition;

(c) a nursing record of the person’s health and condition and treatment given, completed on a daily basis and signed and dated by the nurse on duty in accordance with any relevant professional guidelines;

(d) a record of each drug and medicine administered signed and dated by the nurse administering the drugs and medicines in accordance with any relevant professional guidelines;

(e) a record of on-going medical assessment, treatment and care provided by a person’s medical practitioner where that information is available;

(f) a record of all medical referrals and follow-up medical appointments;

(g) a record of any occasion on which restraint is used, the resident to whom it is applied, the reason for its use, the interventions tried to manage the behaviour, the nature of the restraint and its duration;

(h) a record of the resident’s decision not to receive certain medical treatments and a record of any occasion where a resident refuses treatment;

(i) a record of any medication errors or adverse reactions in relation to each resident;

(j) a record of any incident in which a resident suffers abuse or harm, which record shall include the nature, date and time of the incident, whether medical treatment was required, the name of the persons who were respectively in charge of the designated centre and supervising the resident, and the names and contact details of any witnesses, the results of any investigation and the actions taken; 
(k) a record of any incident of pressure ulcers and of treatment provided to the resident; and

(l) a record of falls and of treatment provided to the resident.
5. A record of the following matters in respect of each resident:

(a) details of any specialist communication needs of the resident and methods of communication that may be appropriate to the resident;

(b) a record of all money or other valuables deposited by a resident for safekeeping or received on the resident’s behalf, which record shall include—

(i) the date on which the money or valuables were deposited or received, the date on which any money or valuables were returned to a resident or used, at the request of the resident, on their behalf and, where applicable, the purpose for which the money or valuables were used; and
(ii) a written acknowledgement of the return of the money or valuables and (c) a record of furniture brought by a resident into the room occupied by him or her.
6. A copy of correspondence to or from the designated centre relating to each resident 

APPENDIX 4
Resident Information Privacy Statement

St. Attracta’s Residence make protection of your Personal Data a high priority, taking all appropriate measures to ensure your rights and data are protected. The statement below sets out what information we may keep on you, why we need it and how it is used, stored and destroyed when no longer required. We also set out contact details should you want further information or have any concerns.

Purpose of Holding Information

Information (data) about you is required, to enable us to understand and assess your individual needs and preferences and to assist us to provide the full range of nursing and care services you require. The information we collect and process is required to:

· Manage our contract for care with you

· Comply with our Legal Obligations e.g. under the Fair Deal (NHSS Act 2009) and HIQA (Health Act 2007)

· Look after your vital Interests in the event of an emergency

· Carry out our legitimate interests in managing and running the home 

Information Held

In order for us to administer your contract for care and to comply with our statutory responsibilities under the law the type of information we hold about you includes but is not limited to the following:  

· A photograph

· A record of any accidents or incidents

· A record of any complaints raised by or about you

· Any correspondence to or about you

· Assessments (These may include the initial Comprehensive Assessment Form; a copy of the ‘Fair Deal’ Care Needs Assessment; Dependency Assessments; Individual Assessments on specific needs, e.g. continence, falls, nutritional assessments, etc)

· Care Plans

· Contract for Care

· Daily progress notes which outline information about your day-to-day care

· Decisions by you not to receive or refuse treatments

· Emergency contact information (including Next of Kin or other persons nominated by you)

· Entry in the Directory of Residents which includes specific information about you, your Next of Kin (or other appointed person), your GP, details about your admission or any temporary absence

· Financial information in relation to your ‘Fair Deal’ contribution and any additional fees payable under the contract of care or where we have been appointed as a ‘pension agent’ for you which may include your bank details; individual statements; invoices for care services provided; etc

· Medical Records (on admission and ongoing)

· Notification forms that we are required to send to HIQA

· Prescriptions and Medication Administration Records (including any medication errors or reactions you may have had to individual medicines)

· Records about your future wishes (e.g. advanced care plans; Do Not Attempt Resuscitation Orders; End of Life wishes)

· Records of any furniture or valuables you may have brought into the home or deposited for safekeeping

· Records of any visitors to the home for you

· Referral Forms (to and from Allied Health Professionals e.g. hospitals, physiotherapists, dietitians, etc)

· Risk assessments (e.g. risks relating to your evacuation from the centre if there is a fire; smoking risk assessments; your risk of falls; etc.) 

· In addition, we may record images of you on CCTV.  The use of CCTV in St. Attracta’s Residence is to protect residents, employees and visitors, in addition CCTV cameras shall be used as an additional tool to ensure that staff adhere to the highest standards of care.  CCTV shall not be installed in areas that infringes on a resident’s privacy.  A full copy fo the CCTV policy and camera locations is available on request from the Office Manager.

Access to Information

In order for us to provide you with the care you need, it may be necessary for us to liaise with a range of different health professionals and care services and therefore we will need to disclose specific information about you to third parties as highlighted above or where we are legally obliged to by HIQA. We will take all reasonable measures to ensure that your privacy and dignity is protected at all times during this process and will highlight to you if there are any exceptional instances where your information may have been compromised.

Access to information contained in your personal health record or other files relating to you, will only be by appropriate people in the home including the nursing and care team, office manager and general manager. Some government bodies e.g. HIQA have a legal basis to inspect information contained in your records and the home must make this information available to them.

The home may provide some of the information contained in your personnel file to third party (such as an IT company providing online care record systems). 

Updating your Information

If at any stage the information you have provided changes (e.g. NOK contact details) the Office Manager should be notified in writing so our records can be updated.

Retention of Information

All information about you is required by law to be held during the time you reside with us and for a period of seven years after you leave the home, after which it will be destroyed 

Your Rights in Relation to your Personal Data

You have certain rights in relation to your personal data. You have the right to request from us access to and rectification or erasure of your personal data, the right to restrict processing, object to processing as well as in certain circumstances the right to data portability.

If you would like to see the information held on you by our home or receive a copy of your personal data please make a Subject Access Request by applying in writing for the attention of the Data Protection Officer.  

Should you have a concern about your information or how we manage it please contact the Data Protection Officer, Trina Donohue. Should you not be satisfied with our response to your concerns or believe that we have not complied with our data protection obligations you may lodge a complaint with the Office of the Data Protection Commissioner.  Telephone:  +353 57 8684800, Lo Call 1850 252 231, Email:   info@dataprotection.ie.

The Data Protection contact for our home is Trina Donohue, General Manager.

A full copy of our Data Protection Policy is available on request.
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